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TNOO89E [NVE] Updating dome firmware for IPC4100 and
IPC4500.doc

Applies to: IPC4100 and IPC4500 which has kernel firmware version k596 or higher.
Level: Public

Summary

This article describes dome firmware updating procedure.

Detailed Information

Prerequisite to updating dome firmware

® Baud rate of the camera should be set to 9600

® The protocol of the camera should be set to one among cyber scan |, cyber scan Il and
pelco-d.

® The Kkernel firmware version should be K569 or higher.

For setting of the camera, please refer IPC4100 and IPC4500 hardware manual, section DIP
Switch Setting.

The dome firmwares are as follows according to each model:
IPC4100 : GHSD7425D_VxxxDE_F_STD.bin.

IPC4500 : GCP7425D_VxxXQE_F_STD.bin.
IPC5100 : GHSD7410D_VXxXTE_F_STD.bin.
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1. Updating dome firmware when it is lower than K600.

1. Launch IPAdminTool and find the camera to update dome firmware.

B IPAdminTool Yerl.3
File  Setup  Systemn

[ IF Setup ] [Firmware Update] [ Reboot ] | [Device Info] | [ Refresh ]

selected Device |IPC4100(192.168.21.42) |

Stop Refreshing

Device NAME IP Address MAC Address Hostname Firmware Rack ID Blade I A

IPC1100 192.168.110.51 00:13:23:03:11:7E Fw W1.5.570

IpCii00 192.165.17.120 00:13:23:03 Fuy W1.5.570

IPC4100 192.168.17

1 0

IpCii00 192.165.21.43 : Fuf W1.5.570

IPC1100 192.168.16.235 00:13:23:03:10:EB Fw W1.5.570

IpC1l100 192 .168.24.85 00:13:23:03:18:55 Fuf W1.5.570

IPCS100 192.165.29.50 00:13:23:035:10:32 Fuf W1.5.582

IPCS100 192.168.29.49 00:13:23:03:10: 351 Fi W1.5.552

MVELDOOrevs0 192.166.12.191 00:13:23:03:0C:BF NWEL000 {Showing) Fif W1.5.439

MYEZ000 192.168.2049 00:13:23:03:14: 31 P 1.5.557

MYEZ000 192.168.20.18 00:13:23:03:14:12 Fi W1.5.557 B

NVEZOOOD 192 .168.20.6 00:13:23:03:14:06

MYE4000 192.1658.19.100 00:13:23:03:0C:C9 Sth Blade Fwi v1.5.570

MYEZ000 19z2.168.12.252 00:13:23:03:0C:DA nve Fi 1.5.593

NVEZOOO 192.168.20.9 00:13:23:03:14:09 Fuf W1.5.572

IPC1100 19z2.168.12.200 00:13:23:03:0C:C8 Fw W1.5.570

IpC1l100 192.168.20.53 00:13:23:03:14:35 Fif W1.5.570 ¥
[ Filter | | l Apply ] Cnt: 141

In this exercise, we use IPC4100 which IP address is 192.168.21.42.

2. Click System — Dome Update

B IPAdminTool Verl.
File Setup | System
&dd Device by entering the IP | l Device Info ] | [ Refresh ]
Selected Dev  Firmware Update | [¥] stop Refreshing
—————— MWebpage Upload - =
Device MAT ActiveX Upload MAC Address Hostname Firmware Rack 1D Blade IO 2
IFC1100 User File Unlaad 00:13:23:03:11:7E Fui W1,5.570
IPC1100 ~serrile Uploa 00:13:23:03:11:78 Fif W1,5.570
IPC4100 00:13:23:03:11:02 rickie-ipo Fif W1.5.593
IPC4100 00:13:23:03:15:24 cing®6 dame Fud 41,5502
MWEZOO0 00:13:23:053:15: 28 MWYEZ000 {Showin Fuf W1.5.570
IPC1100 00:13:23:05:10:ER Fuf W1.5.570
IFC1100 Device Info 00:13:23:03:18:55 Fui W1,5.570
IPCS100 00:13:23:03:10:32 Ff W1.5.582
IPC5100 Reboat 00:13:23:03:1D:31 Fi 415,562
MYELD00rE e 00:13:23:03:0C:BF MWELOOD {Shawing) Fud 41,5430
MWEZOO0 192.165.2049 00:13:23:03:14:31 Fif W1.5.587
MWEZOOD 192.168.20.18 00:13:23:03:14:12 Fui W1,5.587 1
MYEZONN 192 168.20.6 00:13:23:03: 1406
MWE4000 192.165.19.100 00:13:23:03:0C:C9 Sth Blade Fuf W1.5.570
MWEZOOD 192.168.12.252 00:13:23:03:00: 08  nve Fui W1,5.593
MWEZOO0 192.165.20.9 00:13:23:03:14:09 Fif W1.5.572
IPC1100 192.165.12.200 00:13:23:03:0C:C5 Fuf W1.5.570
IFC1100 192.168.20.53 00:153:23:03:14:35 Fui W1,5.570 4
[CIFilter | | [ Apply ] Cnt: 141

3. Dome Update dialog box appears. Click Browse to choose dome firmware.
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Dome Update

Selected Device : |IPC41E|EI(192.168.21.42)

| i Browse |

[ Update ] [ Close ]

4. Choose IPC4100 dome firmware file.

Select file to burn |E| |z|
£ DOME_FW_IFCA100_V1.97 v| QS F -

DOME_FW_IPC4100 V1.97

Loak in:
=

Flename:  |DOME_FW_IPC4100 _V1.97 | | Open |
Files of type: | IMASE File " | [ Cancel ]
[ 1Cpen as read-only

Do not upload the dome firmware that is a different with the camera type
because there is no verification routine. If you upload the wrong dome

Caution firmware, the camera will not work..

5. Now click Update button.

Dome Update

Selected Device : |IPC4100(192.168.21.42)

| CAIPCADOME_FW_IPC4100 _V1,97\DOME_FW_IPC4100 _V1,97.hin T Browee |

Update ] [ Close ]

The dome firmware updating takes about 3 minutes.
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2. Updating dome firmware when it is higher than K 600.

When the firmware version is higher than K600, first you must encrypt the dome firmware with
the Protect Tool. Before updating the dome firmware, you must check the file name of dome
firmware. If you try to update the wrong the dome firmware, it won’t update.

The following example is updating the dome firmware of IPC 4100.

Step 1. Encrypting the Customized IPC 4100 dome binary file.
1. Launch the Protect Tool

2. Click the >> button.

#2 ProtectTool(v1.0.6)

Fila Gererate

Company key
. cl
Company key  [D:\NUE SDK KE17 W18 2\BINTOOLE\ProtectTonl v1,0.&\vvid-cap wrp Browse R

Company name |C.°.P

Src file | B
Dest |
== Encrypt

ersion |

3. Select Type as Dome (IPC4100).
4., Select the dome firmware of IPC 4100 using Browse.
5. Type the version. We specify 1.9.8.

6. Click the org-> wrp->enc.
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# ProtectTool{v1.0.6)

File Generate

Company key -
. cl
Company key  [DiAMVE SDK K617 ¥1.8.2\BINTOOLS \ProtectTool v1,0.64vid-cap.wrp Browse Has

Company name [CAP

src file | B

Dest |

Version | <<J Encrypt

Wirapping & encrypt

Type  |Dome(IPC4100) ~]

Zrc path ]D:\IPC_DOME\IF‘C 4100%GHED 4250 _V1980DE_F_STD.bin Browse

Yersion 11.9.3 arg -= wWrp ‘ org->wrp—>enc

Step 2. Updating the IPC 4100 dome firmware with Protect update.
1. Launch IPAdminTool

2. Select the IPC 4100 which you want to update.

3. Click the System->Protect update.Protect file update dialog is popped up.

4. Select the encrypted dome firmware of IPC 4100 using Browse.

Protect file update fgl

Selected Device © | [PC4100(192,168.21 4) |

|D:\IF‘C_DOME\IF‘C 41IZIEI"\GHSD?425D_'-.-'1'§JBDE_| [Browse

Information
Type \DOMO

Versian |1,9,3

|
attribute  |ENCR |
|
|

Company |.:,.:.,p

[ ]Force update

Ready... [Llpdate] [ Close

5. Click the Update button.

The dome firmware updating takes about 3 minutes.
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After clicking Update button, IPC runs in update mode. You cannot connect IPC through web
page until updating is finished. However, if you connect IPC4100’s analog output port to the
analog monitor, you can see updating screen as the following picture.

TICOER. €400 PO VI8 ¢

et A A A AN

il

When updating is completed, the message box that shows “Dome update completed” appears.

@ Reboot IPC camera after updating the dome firmware is finished.
Note

Cc UDP Co., Ltd. 6/8



TNOO89E [NVE] Updating dome firmware for IPC4100 and IPC4500.doc

3. Verifying the dome firmware version

You can check the dome firmware version at the web page as below.

/2 http://192.168.21.4/setup_html - Windows Internet Explorer 10| =l
@3 + [ hitp//192. 168,21, 4/setup. hirml =] [+ x| [wikipedia |2
TP 40 @ hitpi//192, 168 21, 4/setup, himl | | f - B - ommo- P HOIRGR - O B0 - 7
CAP
IPC4100
SingleView | MultiView | Setup
=
IPC4100 Information
MAC 00:13:23:03:15:04
TIME 2008-02-14 14:17:25
PTZ Mode : customi2
Version Information
Bootloader U-Beot 1.0.j616M.15
Firmware FW W1.5.617
Webpage 209
Systemn Date O 1224
Dome firmware 188 |
EEallelond SErVEr repart i .
User Management
Systemn Information =
Reboot
|hitpi// 152, 168,21, 4/enc—caifvewsauto.cai?itr | [ [ [ [ [0 /@ 2IES [®100% -
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Revision History

Revision |Date Description

A 2006-10-25 |Created.

B 2008-02-14 |Modified. — Add to dome firmware update higher than K600.

C 2008-04-18 |Deleted older image file which is not consistent with the explanation
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